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EDVHG WHFKQLTXH LVXVHG7KHJUDSKLFDOSDVVZRUG WHFKQLTXH LVGHYHORSHGE\EORQGHU LQ7KHSXUSRVHRI WKLV
V\VWHPLVLQFUHDVLQJWKHVHFXULW\VSDFHDQGDYRLGLQJWKHZHDNQHVVRIFRQYHQWLRQDOSDVVZRUG7KHUHDUHPDQ\WKLQJV
WKDW DUH ³ZHOONQRZ´DERXWSDVVZRUGV VXFKDV WKDWXVHUFDQ¶W UHPHPEHU VWURQJSDVVZRUGDQG WKDW WKHSDVVZRUGV
WKH\FDQUHPHPEHUDUHHDV\WRJXHVV
7KHIROORZLQJILJXUHVKRZVWKHIORZRIV\VWHPZRUNLQJXQGHU3&&3DQG,$(6WHFKQLTXH,QILJXUHWKHIORZ
RI WKHV\VWHPLVVKRZQLQZKLFKILYHVWHSVDUH WKHUH WRFRPSOHWH WKHSURFHVVRI WKHV\VWHP)LUVWSURFHVV LV(QWHU
8VHU,'LQWKLVSURFHVVXVHUKDVWRHQWHUKLVKHUHPDLO,GIRUHQWHULQJLQWRWKHV\VWHP7KHVHFRQGSURFHVVLV(QWHU
WKH7H[W3DVVZRUGLQZKLFKWKHXVHUKDVWRHQWHUWKHWH[WSDVVZRUG7KLUGVWHSLVVHOHFWLPDJHVIRUSDVVZRUGLQWKLV
WKHV\VWHPSURYLGHVWZRZD\IRUVHOHFWLQJLPDJHSDVVZRUGVWKHILUVWLVV\VWHPLPDJHDQGVHFRQGLVVHUYHULPDJH,W
PHDQV WKHXVHUFDQVHOHFWDVSHU WKHLUFKRLFH WKH LPDJHVIURPWKHV\VWHPRU IURPWKHVHUYHU$V WKHXVHU LVPRUH
FRPIRUWDEOHZLWKKLVKHUV\VWHP¶VLPDJHVWKHQKHVKHFDQFKRRVHKLVKHUV\VWHP¶VLPDJHV6RLWZLOOEHGLIILFXOWIRU
WKHDWWDFNHUWRJDLQWKHNQRZOHGJHRILPDJHVVHOHFWHGE\WKHXVHU)RXUWKVWHSLVFOLFNRQLPDJHVVHOHFWHGE\WKHP,Q
WKLV VWHS WKH XVHU KDV WR FOLFN RQ WKH LPDJHV DW DQ\ WKUHH SRVLWLRQV 7KH ILIWK DQG ODVW VWHS LV $XWKHQWLFDWHG
6XFFHVVIXOO\,QWKLVVWHSWKHXVHUKDVWRFOLFNDWWKUHHSDUWVRIWKHLPDJHVDWWKHSRVLWLRQOLNHKHVKHKDGFOLFNHGDW
WKHWLPHRIUHJLVWUDWLRQ,IWKHFOLFNSRLQWVRIORJLQPDWFKHGZLWKWKHFOLFNSRLQWRIUHJLVWUDWLRQWLPHWKHQWKHV\VWHP
ZLOOGLVSOD\³$XWKHQWLFDWHG6XFFHVVIXOO\´

)LJ)ORZRIWKH6\VWHP
%DFNJURXQG
*UDSKLFDOSDVVZRUGLV WKHVXEVWLWXWHIRU WH[WSDVVZRUGV*UDSKLFDOSDVVZRUGLVGHYHORSHGE\%ORQGHU LQ
)RU%ORQGHU$JUDSKLFDOSDVVZRUGDUUDQJHPHQWGLVSOD\VDSUHGHWHUPLQHGJUDSKLFDO LPDJHDQG UHTXLUHV DXVHU WR
WRXFKSUHGHWHUPLQHGDUHDVRIWKHLPDJHLQDSUHGHWHUPLQHGVHTXHQFHDVDPHDQVRIHQWHULQJDSDVVZRUG7KHPDLQ
SXUSRVHRIWKLVPHWKRGLVWRGHFUHDVHWKHJXHVVLQJDWWDFNVDVZHOODVHQFRXUDJLQJXVHUVWRVHOHFWGLIILFXOWSDVVZRUGV
DQGPRUH UDQGRPZKLFK FDQ EH GLIILFXOW WR JXHVV 7KH JUDSKLFDO SDVVZRUG VFKHPH FRPHV XQGHU WKH NQRZOHGJH
EDVHGDXWKHQWLFDWLRQVFKHPH7H[WSDVVZRUGVDUHGLIILFXOWWRUHPHPEHUDQGLILWLVHDV\WRUHPHPEHUWKHQLWZLOOEH
HDVLO\FUDFNHG ,I WKHSDVVZRUG LVKDUG WRJXHVV WKHQ LWZLOOEHKDUG WRUHPHPEHU7KHIROORZLQJDUH WKHJUDSKLFDO
SDVVZRUGWHFKQLTXHV
2.1. Pass Points (PP), Cued Click Points (CCP), Persuasive Cued Click Points (PCCP) 
3DVV3RLQWV>@DQHZDQGPRUHVHFXUHJUDSKLFDOSDVVZRUGV\VWHP,QWKHSDVVSRLQWVXVHULVSUHVHQWHGZLWKWKH
SUHGHWHUPLQHGSLFWXUHVLQIURQWRIWKHXVHUV8VHUKDVWRVHOHFWRQHRUPRUHSUHGHWHUPLQHGSRVLWLRQVRQWKHGLVSOD\HG
SLFWXUHLQDSDUWLFXODURUGHUVRWKDWKHVKHFDQDXWKHQWLFDWHWKHPVHOYHVWRDFFHVVWKHRQOLQHOLEUDU\V\VWHP¶VUHVRXUFH
,QWKLVV\VWHPWKHXVHULVJLYHQZLWKDQLPDJH3LFWXUH7KHFOLFNSRLQWVRQWKHLPDJHDUHXVHGDVWKHSDVVZRUGIRU
WKHXVHUDXWKHQWLFDWLRQ7KHXVHUKDVWRUHPHPEHUWKHSRVLWLRQDQGRUGHURIWKHFOLFNSRLQWV7KHXVHU¶VFOLFNSRLQWV
DUHQRWVWRUHGDVVXFKEXWDVDQ,$(6HQFU\SWHGYDOXH)RUFRUUHFWYDOLGDWLRQGLVFUHWL]DWLRQVTXDUHLVXVHGZKLFKLV
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WKHWROHUDQFHDUHDDURXQGWKHRULJLQDOFOLFNSRLQW6LQFHLWLVEHLQJYHU\VLPSOHWKHDWWDFNFDQEHGRQHYHU\HDVLO\
7KHSDVVZRUGVFRQVLVWRIDVHTXHQFHRIFOLFNSRLQWVRQDJLYHQLPDJHLQ3DVV3RLQWV8VHUVPD\VHOHFWDQ\DUHDRIWKH
LPDJHDVFOLFNSRLQWVIRUWKHLUSDVVZRUG
,Q&&3,QVWHDGRIILYHFOLFNSRLQWVRQRQHLPDJHWKH&&3XVHVRQHFOLFNSRLQWRQILYHGLIIHUHQWLPDJHV>@7KH
QH[WLPDJHGLVSOD\HGLVGHSHQGLQJRQWKHORFDWLRQRIWKHSUHYLRXVO\VHOHFWHGFOLFNSRLQWLWFUHDWHVDSDWKWKURXJKDQ
LPDJHVHW6HTXHQFHRILPDJHVJHWVFKDQJHDVQHZSDVVZRUGZLWKGLIIHUHQWFOLFNSRLQWVVHOHFWHG2QHEHVWIHDWXUHRI
&XHG&OLFN3RLQWLVWKDWDXWKHQWLFDWLRQLVYDOLGRUQRWLWLVNQRZQE\WKHXVHUDWWKHHQGRIILQDOFOLFNSRLQWWRSURWHFW
DJDLQVWLQFUHPHQWDOJXHVVLQJDWWDFNV
7KHFXHGFOLFNSRLQWPHWKRGXVHVDVHULHVRILPDJHVIRUFOLFNSRLQWSDVVZRUGFUHDWLRQ7KHORFDWLRQRIWKHFOLFN
SRLQWRQ WKHSUHYLRXV LPDJHGHFLGHV WKH LPDJHQH[W WR VKRZ ,WRIIHUV FXHGUHFDOO DQG LQWURGXFHVYLVXDO FXHV WKDW
LPPHGLDWHO\ DOHUW YDOLG XVHUV LI WKH\ KDYH PDGH D PLVWDNH WKH XVHU JHWV WKH QH[W FRUUHFW LPDJH 2QFH WKH XVHU
H[SHULHQFHGZLWKWKHXVDJHRIFOLFNSRLQWSDVVZRUGXVHUFDQZLWKRXWDQ\GLIILFXOWLHVXQGHUVWDQGVZKHQKHVKHFOLFNV
WKHZURQJ FOLFNSRLQW E\ ORRNLQJ DW WKH IROORZLQJ LPDJH ,Q WKLV VFKHPH DOVR XVHU LV IUHH WR VHOHFW WKHJUDSKLFDO
SDVVZRUGZLWKRXWV\VWHPVLQWHUIHUHQFH6RWKHDWWDFNHUVFDQHDVLO\JXHVVWKHKRWVSRWKRWVSRWLVWKHDUHDZKHUHPRVW
RIWKHXVHUVZLOOWHQGWRFOLFN,IWKHKDFNHU>@LVVXFFHHGHGLQJXHVVLQJWKHKRWVSRWVLQWKHLPDJHVWKHQWKHKDFNHU
FDQORJLQWRWKHV\VWHPHDVLO\
$QDXWKHQWLFDWLRQV\VWHPZKLFKXVHV3HUVXDVLYH7HFKQRORJ\VKRXOGJXLGHDQGHQFRXUDJHXVHUVWRVHOHFWVWURQJHU
SDVVZRUGV QRW WKH V\VWHPJHQHUDWHG SDVVZRUGV >@ 3HUVXDVLYH 7HFKQRORJ\ >@ XVHG WR PRWLYDWH DQG LQIOXHQFH
SHRSOH WR EHKDYH LQ D FUDYHG PDQQHU (YHQ WKRXJK WKH XVHUV DUH GLUHFWHG WKH UHVXOWLQJ SDVVZRUGV PXVW EH
PHPRUDEOH7KLVSHUVXDVLRQPDNHVWKHSDVVZRUGLQWHQVHE\DYRLGLQJWKHKRWVSRWVLQDOPRVWDOOWKHFDVHV
:LWKRXW WKH V\VWHP JXLGDQFHPRVW RI WKH XVHUV FOLFNV RQ WKH KRWVSRW LQ HDFK LPDJH ,Q WKLV PHWKRG WKH V\VWHP
GHWHUPLQHWKHXVHUWRVHOHFWPRUHUDQGRPFOLFNVDQGDOVRPDLQWDLQVPHPRUDELOLW\RIWKHXVHUV,QWKLVVFKHPHZKHQ
WKHLPDJHLVGLVSOD\HGWKHUDQGRPO\VHOHFWHGEORFNFDOOHGWKHYLHZSRUWRQO\FOHDUO\VHHQRXW$OOWKHRWKHUSDUWVRI
WKHLPDJHDUHQRWFOHDUO\VHHQRXWVRWKDW WKHXVHUFDQFOLFNRQO\LQVLGHWKHYLHZSRUW8VHUVDUHDOORZHGWRFOLFN
DQ\ZKHUHLQWKHYLHZSRUW7KHUHLVDFKRLFHIRUFKDQJLQJWKHYLHZSRUWSRVLWLRQDOVRZKLFKLVFDOOHGDVWKH6KXIIOH
EXWWRQ7KHUHLVDERXQGDU\RQWKHQXPEHURIWLPHVWKHVKXIIOHFKRLFHWREHXVHG:KLOHXVHUVPD\VKXIIOHDVRIWHQ
DVWKH\ZDQWHGWKLVFRQVLGHUDEO\VORZVSDVVZRUGFUHDWLRQ7KHYLHZSRUW>@DQGVKXIIOHEXWWRQDSSHDURQO\GXULQJ
SDVVZRUGFUHDWLRQ)LJXUHVKRZV8VHULQWHUIDFHRI3&&3ZLWK,$(6'XULQJDIWHUSDVVZRUGHQWU\WKHLPDJHVDUH
GLVSOD\HGQDWXUDOO\ZLWKRXWVKDGLQJRUWKHYLHZSRUWDQGXVHUVPD\FOLFNDQ\DUHDRQWKHLPDJHV7KHUHFDOOVWXGLHV
RI WKH 3&&3 DSSURDFK SURYHG WKDW UHPHPEUDQFH RI WKH JUDSKLFDO SDVVZRUG LV PXFK EHWWHU WKDQ WKH WH[WEDVHG
SDVVZRUGV
0RGXOHVRI3&&3	$(6
$V,QILJXUHWKHV\VWHPDUFKLWHFWXUHRI3&&3	,$(6LVVKRZQ7KHUHDUHILYHPRGXOHVDQGE\FRPSOHWLRQRIDOO
ILYHPRGXOHVXVHUFDQVXFFHVVIXOO\HQWHULQWRWKHV\VWHPIRUDFFHVVLQJWKHGDWD

)LJ8VHU,QWHUIDFHIRU3&&3,$(62QOLQH/LEUDU\6\VWHP
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5HJLVWUDWLRQ3URFHVV LQ WKLVPRGXOH WKH XVHU VKRXOG UHJLVWHU WKHP IRU HQWHULQJ LQWR WKH V\VWHP3LFWXUH 6HOHFWLRQ
3URFHVV LQ WKLVPRGXOH WKHXVHUKDV WRVHOHFW WKH LPDJHV LQIURQWRIKLPKHU7KHXVHUFDQVHOHFW WKH LPDJHVIURP
WKHLU V\VWHPDVZHOO DV IURP WKH VHUYHU$IWHU VHOHFWLQJ WKH LPDJHV WKHXVHUKDV WR FOLFN DW DQ\ WKUHHSRVLWLRQV WR
UHJLVWHU WKHPVHOYHV 6\VWHP /RJLQ 3URFHVV DIWHU VXFFHVVIXOO\ UHJLVWHU WKH XVHU KDV WR ORJLQ LQWR WKH V\VWHP E\
HQWHULQJKLVKHUWH[WDVZHOODVLPDJHSDVVZRUG,$(6(QFU\SWLRQWKH,$(6HQFU\SWLRQLVDSSOLHGLQWKHWH[WDVZHOO
DVLPDJHSDVVZRUG,WPHDQVXVHU¶VGDWDFDQEHVWRUHGVHFXUHO\LQWRWKHGDWDEDVH
)LQDO 5HJLVWUDWLRQ 3URFHVV WKLV SURFHVV LV WKH FRPELQDWLRQ RI WKH HQWLUH IRXU VWHSV DQG DIWHU VXFFHVVIXOO\
FRPSOHWLRQRIDOOIRXUSURFHVVHVWKH)LQDO5HJLVWUDWLRQ3URFHVVLVFRPSOHWHG
3HUVXDVLYH&XHG&OLFN3RLQWVZLWK,PSURYHG$GYDQFHG(QFU\SWLRQ6WDQGDUG3&&3ZLWK,$(6
,$(6DOJRULWKPLVDSSOLHGRQWKHFOLFNSRLQWVWRUHPRYHWKHVKRXOGHUVXUILQJDWWDFNDQGWRSURYLGHWKHVHFXULW\RQ
WKHFOLFNSRLQWVRIWKHXVHU¶VSDVVZRUG,Q3&&3WHFKQLTXHDXVHUFOLFNLVWDNHQDVLQSXW)URPWKHSRVLWLRQRIWKH
XVHUFOLFNWKHLPDJHLVGLYLGHGDVSDUWV(DFKRIWKHLPDJHSDUWLVQRZNQRZQDVJULG7KHXVHULVSURPSWHGIRU
LQSXWDVXVHUFOLFNIURPWKHJULGVDYDLODEOH7KLVVDPHSURFHVVLVUHSHDWHGDQRWKHUPRUHWLPHVXQWLO WKHWRWDO
QXPEHURILQSXWIURPWKHXVHULVWKUHHFOLFNV
,QWKLV WKHV\VWHPSURYLGHVWKUHHFOLFNSRLQWVRQO\VRWKDWLWZRQ¶WWDNHPXFKWLPHWRORJLQLQWRWKHV\VWHP$IWHU
VHOHFWLQJDQ LPDJH WKHXVHUFDQXSORDG WKH LPDJHIRUIXUWKHUSURFHVV8VHUFDQVHOHFW WKH LPDJHVIURPWZRSODFHV
HLWKHUV\VWHPLPDJHVRUVHUYHUVLGHLPDJHV$VWKHXVHUVDUHPRUHFRPIRUWDEOHZLWKWKHLUV\VWHPLPDJHVKHVKHFDQ
VHOHFWWKHLPDJHVDVSHUWKHLUFKRLFHV
3&&3,$(6LVPXFKHDVLHU	OHVVWLPHFRQVXPLQJLQORJLQUDWKHUWKDQUHJLVWUDWLRQSURFHVV3&&3FDQVKRZWKUHH
GLIIHUHQWLPDJHVRQRQHFOLFNVHTXHQWLDOO\7KHFRRUGLQDWHVUHFRJQL]HGDIWHUDFOLFNRQDQLPDJHFDQIHWFKWKHGHWDLOV
RIWKHDVVRFLDWHGFRRUGLQDWHV7KH$GYDQFHG(QFU\SWLRQ6WDQGDUG$OJRULWKPZLOOEHDSSOLHGRQWKHIHWFKHGGDWDRI
WKHFRUUHODWHGLPDJHV7KHHQFU\SWHGGDWDZLOOEHVWRUHGLQWKHGDWDEDVHIRUDXWKHQWLFDWLRQSXUSRVH
)ROORZLQJDUHWKHSKDVHVZKLFKFRPHXQGHU3&&3,$(6WHFKQLTXH
 &UHDWH3KDVH&UHDWHDWH[WDVZHOODVJUDSKLFDOSDVVZRUGE\HQWHULQJDQGFOLFNLQJRQWKUHHSRLQWVRQWKHLPDJH
 &RQILUPSKDVH8VHUFDQFRQILUPWKHSDVVZRUGE\UHHQWHULQJLWFRUUHFWO\$QHZSDVVZRUGFDQEHSURFHVVHG
ZLWKWKHHDUOLHULPDJHVRUZLWKDQHZLPDJHGHSHQGVRQWKHFOLFNSRLQWV
 7HQTXHVWLRQV8VHUKDVWRDQVZHUWHQTXHVWLRQVRISRLQW/LNHUW±VFDOHDERXWWKHLUFXUUHQWSDVVZRUGIRUWKH
HDVHRIFUHDWLRQ	SUHGLFDWHGPHPRUDELOLW\ 
 /RJLQSKDVH/RJ LQZLWK WKHLU FXUUHQWSDVVZRUG ,IXVHUV IRUJRW WKHSDVVZRUG WKHQKHVKHFDQFKRRVHDQHZ
LPDJHIURPWKHVHUYHURUIURPWKHV\VWHP
%\XVLQJWKHFRPELQDWLRQRIDOOWKHVHIRXUSKDVHVDJUDSKLFDOSDVVZRUGFDQEHVXFFHVVIXOO\FUHDWHG


)LJ6\VWHP$UFKLWHFWXUHRI3&&3DQG,$(6

7KHILJXUHVKRZVWKHIORZFKDUWRI,PSURYHG$(6WRWDOURXQGVDUHVKRZQDVV\VWHPXVHVWKHELWVNH\DQG
SODLQWH[W7KHVDOWNH\LVXVHGWRHQKDQFHWKHFRPELQDWLRQVRIWKHSDVVZRUGV,QWKHILUVWVWHS3ODLQWH[WDQGVDOWNH\
DUHFRQFDWHQDWHGWRJHWKHUDQGWKHQ;25LVSHUIRUPHGZLWKWKHQHZSODLQWH[WDQGNH\IRUWKHWRWDOURXQGVDQGDW
WKHHQGFLSKHUWH[WZLOOEHJHQHUDWHGDVWKHUHVXOW$WWKHGHFU\SWLRQVLGHWKHSURFHVVZLOOEHWRWDOO\UHYHUVHLQRUGHU
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4.1. Persuasive Cued Click Points  
7HFKQRORJ\ RI SHUVXDVLRQ DSSOLHG E\ DQ DXWKHQWLFDWLRQ V\VWHP JXLGHV DQG HQFRXUDJHV XVHU WR VHOHFW VWURQJ
SDVVZRUGV EXW QRW HQIRUFH V\VWHP JHQHUDWHGSDVVZRUGV7REH VNLOOHG WKH XVHUVPXVW QRW LJQRUH WKH SHUVXDVLYH
HOHPHQWVDQGWKHUHVXOWLQJSDVVZRUGVPXVWEHXQIRUJHWWDEOH3&&3PDNHXVHUWRVHOHFWDVWURQJSDVVZRUGE\PDNLQJ
DZHDNSDVVZRUGPRUH WHGLRXVDQGPXFK WLPHFRQVXPLQJ3HUVXDVLYH7HFKQRORJ\ZDVGHYHORSHGE\)RJJ >@DV
XVLQJWKHWHFKQRORJ\WRLQVSLUHDQGPDQLSXODWHSHRSOHWREHKDYHLQDGHVLUHGPDQQHU
7KHSDWKRIOHDVWRSSRVLWLRQIRUXVHUVLVWRVHOHFWDVWURQJHUSDVVZRUG7KHUHDUUDQJHPHQWRIKRWVSRWVDFURVVXVHUVLV
PLQLPL]HGVLQFHFOLFNSRLQWVDUHPRUHUDQGRPO\GLVWULEXWHG3&&3DFKLHYHVWKLVE\JXLGLQJWKHXVHUWRJHQHUDWHD
VWURQJSDVVZRUG
4.2. Improved Advanced Encryption Standard 
7KH&U\SWRJUDSK\LVGHILQHGDVWKHVFLHQFHRIDQDO\]HDQGGHFLSKHUFRGHVZKLFKLVDOVRNQRZQDV³$FWRIZULWLQJ
LQFRGHRUFLSKHULH6HFUHW'DWD´>@>@(QFU\SWLRQVSHFLILHVWKHSURFHVVRISODLQWH[WWUDQVIRUPHGLQWRFLSKHUWH[W
VRWKDWRQO\OHJLWLPDWHXVHUFDQUHFRJQL]HWKHPHDQLQJRIHQFU\SWHGGDWD$(6LVRQHRIWKHVXFFHVVIXODQGVWURQJHVW
HQFU\SWLRQDOJRULWKPV
7KH FRQFHSW RI VDOW NH\ LV XVHG LQ$(6 WR LPSURYH WKH SHUIRUPDQFH RI WKH HQFU\SWLRQ	GHFU\SWLRQ ,Q$(6
V\PPHWULFNH\FU\SWRJUDSK\LVXVHG6\PPHWULFNH\FU\SWRJUDSK\XVHG WKHVDPHNH\IRUERWK WKHHQFU\SWLRQDQG
GHFU\SWLRQSDUW >@ >@7KHNH\GDWD IRU$(6 LVELWVELWVELWVZLWK WKH URXQGVRIVL]H
UHVSHFWLYHO\7KHVL]HRINH\LVDOVRWKHVDPHDVWKHVL]HRIGDWDRI$(67KUHHGLIIHUHQWURXQGVDUHLQYROYHGLQWKH
H[HFXWLRQRI$(6    URXQGV DUH SUHVHQW IRU$(6RI  ELWV ELWV DQG  ELWV UHVSHFWLYHO\ ,Q WKLV
V\VWHP$(6ELWVDUHXVHGZLWKWKHLPSURYHGIHDWXUHVRI$(6)RUHQKDQFHPHQWLQ$(6VDOWNH\LVDGGHGZLWK
WKH$(6NH\6RWKHSRVVLEOHFRPELQDWLRQVRISDVVZRUGDUHHQKDQFHG)RUH[DPSOH'DWD6L]HELWV.H\6L]H
ELWV6DOW.H\ELWV6RWKHFRPELQDWLRQVIRU$(6ZDVAELWVDQGQRZDIWHUDGGLQJWKH6DOWNH\LW LVA
6DOWNH\,WSURYHVWKDWDIWHUDGGLQJWKHVDOWNH\LQWKH$(6WKH$(6EHFDPHWKH,PSURYHG$(6,$(6LV
XVHGIRUWKHHQFU\SWLQJWKHWH[WDVZHOODVJUDSKLFDOSDVVZRUGVRIWKHXVHUV
6DOWNH\LVXVHGLQDQ,PSURYHG$(6$VDOW LV  UDQGRPGDWD WKDW LVXVHGDVDQDGGLWLRQDO LQSXW WRD RQHZD\
IXQFWLRQWKDWKDVKHVDSDVVZRUG7KHSULPDU\IXQFWLRQRIVDOWLVWRGHIHQGDJDLQVWGLFWLRQDU\DWWDFNVYHUVXVDOLVWRI
SDVVZRUGKDVKHVDQGDJDLQVWSUHFRPSXWHGUDLQERZDWWDFNV$QHZVDOW LVUDQGRPO\JHQHUDWHGIRUHDFKSDVVZRUG
>@>@,QDW\SLFDOZD\WKHVDOWDQGWKHSDVVZRUGDUHSURFHVVHGDQGFRQFDWHQDWHGZLWKDFU\SWRJUDSKLFKDVK
IXQFWLRQDQGWKHUHVXOWLQJRXWSXWLVVWRUHGZLWKWKHVDOWLQDGDWDEDVH)RUODWHUDXWKHQWLFDWLRQKDVKLQJSHUPLWVZKLOH
GHIHQGLQJDJDLQVWFRPSURPLVHRIWKHSODLQWH[WSDVVZRUGLQWKHHYHQWWKDWWKHGDWDEDVHLVVRPHKRZFRPSURPLVHG
4.3. Hotspot 
+RWVSRWVDUHDUHDVRIWKHLPDJHWKDWKDYHDKLJKHUSRVVLELOLW\RIEHHQVHOHFWHGE\XVHUVDVSDVVZRUGFOLFNSRLQWV
8VHUVDOVRDUHOLNHO\WRVHOHFWWKHLUFOLFNSRLQWVLQSUHGLFWDEOHSDWWHUQV>@>@HJVWUDLJKWOLQHVZKLFKFDQDOVREH
H[SORLWHG E\ DWWDFNHUV HYHQ ZLWKRXW NQRZOHGJH RI WKH EDFNJURXQG LPDJH SXUHO\ DXWRPDWHG DWWDFNV DJDLQVW 3DVV
3RLQWVEDVHGRQLPDJHSURFHVVLQJWHFKQLTXHVDQGVSDWLDOSDWWHUQVDUHDWKUHDW>@
6SHFLILFDOO\ZKHQXVHUVFUHDWHDSDVVZRUGWKHLPDJHVDUHVRPHZKDWVKDGHGH[FHSWIRUDYLHZSRUWVHH)LJXUH
7KHYLHZSRUWDQGVKXIIOHEXWWRQFDQEHVHHQDWWKHWLPHRIFUHDWLRQRIDSDVVZRUG:KLOHHQWHULQJWKHSDVVZRUGWKH
LPDJHVDUHGLVSOD\HGQDWXUDOO\PHDQVZLWKRXWVKDGLQJRUWKHYLHZSRUWDQGXVHUPD\FOLFNDQ\DUHDRIWKHLPDJHV
8VHUPXVWVHOHFWDFOLFNSRLQWZLWKLQWKLVKLJKOLJKWHGYLHZSRUWDQGVKRXOGQRWFOLFNRXWVLGHRIWKHYLHZSRUWLIQRW
WKH\SUHVVWKHVKXIIOHEXWWRQUDQGRPO\WRFKDQJHWKHSRVLWLRQRIWKHYLHZSRUW:KLOHXVHUPD\VKXIIOHDVDQGZKHQ
UHTXLUHVLWFRQVWDQWO\VORZVGRZQWKHSDVVZRUGFUHDWLRQSURFHVV
$VVKRZQLQWKHILJXUHWKHUDQJHRISRVVLEOHDWWDFNVLVVKRZQZLWK$(6DQG,$(67KHVL]HRI.H\LQ$(6LV
 VR WKH SRVVLEOH FRPELQDWLRQV RI A ZKLFK LV FDOFXODWHG LQ FDOFXODWRU ZKLFK JLYHV WKH RXWSXW DV
HDQGRI,PSURYHG$(6LVAWKHELWKHUHLVXVHGDVUDQGRPNH\
IRU UDQGRPO\ JHQHUDWLQJ WKH SDVVZRUG ZKLFK FDQ VHFXUH WKH SDVVZRUG RI WKH XVHU HYHQ LI WKH SDVVZRUG LV
FRPSURPLVHGE\DQDWWDFNHU7KHFRPELQDWLRQVRIA H$VWKH
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FRPELQDWLRQ¶V YDOXH LV RI YHU\ ODUJH VR LW ZDV QRW SRVVLEOH WR VKRZ JUDSKLFDOO\ VR LW LV VKRZQ DV RQO\  GLJLW
FRPELQDWLRQVRI$(6DQG,$(6$VVKRZQLQWKHILJXUHWKLVJUDSKVKRZVWKHSRVVLEOHFKDQFHVRIDWWDFNRQ$(6	
,$(67KLVFDQVHHLQWKHJUDSKWKHQXPEHURIDWWHPSWUHTXLUHGIRUWKH$(6LVOHVVDVFRPSDUHGWRWKH,$(6
/DE6WXG\
7KHODEVWXG\FRQGXFWHGRQ8QGHUJUDGXDWH(QJLQHHULQJ&ROOHJHVWXGHQWV7RWDO7KLUW\VWXGHQWVZHUHSUHVHQW
IRUWKHODEVWXG\%HIRUHWKHWLPHRIUHJLVWUDWLRQLWZDVDOUHDG\DQQRXQFHGWRWKHVWXGHQWVWRLPDJLQHWKLVV\VWHPLV
XVHGDVWKHLUEDQNDFFRXQWORJLQ%XWDFWXDOO\WKLVV\VWHPLVGHVLJQHGIRUWKHRQOLQHOLEUDU\V\VWHP,QWKLVV\VWHP
SHUIRUPHGRXUVWXG\RQKLJKUHVROXWLRQLPDJHVKLJKUHVROXWLRQLPDJHVDUHWDNHQEHFDXVHZKHQHYHUWKHLPDJHV
DUHFOLFNHGE\WKHXVHUWKHLPDJHVJHWH[SDQGHGDIWHUHYHU\FOLFN2QHZHHNVWXG\ZDVSHUIRUPHGRQWKH3&&3,$(6
JUDSKLFDOSDVVZRUGWHFKQLTXH7KH6WXGHQWVUHJLVWHUHGWKHPVHOYHVWRWKH3&&3,$(6V\VWHPDQGDIWHUDZHHNWKH\
ZHUHFDOOHGWRORJLQLQWRWKHV\VWHP6RPHRIWKHPVXFFHVVIXOO\ORJLQDWWKHILUVWWULDORQO\EXWVRPHRIWKHPUHTXLUHG
WULDOIRUORJLQLQWRWKHV\VWHP
)LJVKRZVWKHUXQWLPHFDOFXODWLRQRI3&&33&&3ZLWK$(6DQG3&&3ZLWK,PSURYHG$(6)LJXUHVKRZV
WKDWWKHWLPHWDNHQE\WKH3&&3WHFKQLTXHLVOHVVWKDQWKH3&&3ZLWK$(6DQGWKHWLPHWDNHQE\WKH3&&3ZLWK
$(6 LVPRUH WKDQ WKH3&&3ZLWK ,PSURYHG$(6 ,W FDQEH VHHQ LQ WKH DERYH ILJXUH  WKHUH LVPLQRU GLIIHUHQFH
EHWZHHQWKH3&&3ZLWK$(6DQG3&&3ZLWK,PSURYHG$(6%XW WKHFRPSOH[LW\LV LQFUHDVHG,WPHDQVLWZLOOEH
GLIILFXOWIRUWKHDWWDFNHUWRWU\PDQ\WKHFRPELQDWLRQVIRUWKHDWWDFN$VWKHWLPHUHTXLUHGE\WKH3&&3LVOHVVWKDQ
RWKHUWHFKQLTXHVEXWWKHFKDQFHVRIDWWDFNVDUHPRUHRQWKH3&&3SDVVZRUGV/LNHZLVHWKHUHDUHPRUHFKDQFHVRI
DWWDFNV RQ WKH 3&&3 ZLWK ,$(6 DV WKH A  FRPELQDWLRQV DUH LQFUHDVHG ,Q ILJXUH  WKUHH GLIIHUHQW UHVXOWV DUH
JHQHUDWHGDVSHUWKHWKUHHGLIIHUHQWFRQILJXUDWLRQV&RQILJXUDWLRQVDUHPHQWLRQHGDVIROORZV
&RQILJXUDWLRQ,QWHO&RUHL0&38#*+=5$0*%ELW2SHUDWLQJ6\VWHP
&RQILJXUDWLRQ$0'&$38*+=5$0*%ELW2SHUDWLQJ6\VWHP
&RQILJXUDWLRQ,QWHO3&38#*+=5$0*%ELW2SHUDWLQJ6\VWHP

)LJ)ORZFKDUWRI,PSURYHG$(6
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)LJ3RVVLEOH&RPELQDWLRQVRI$WWDFNV
$WWDFNV
$QDWWDFNFDQEHGHILQHGDVDFFHVVLQJLQIRUPDWLRQE\LOOHJLWLPDWHZD\V7KHUHVXOWFDQFRPSURPLVHSRVVLEO\WKH
$YDLODELOLW\ &RQILGHQWLDOLW\ RU  ,QWHJULW\ RI WKH UHVRXUFHV7KH VRFDOOHG &,$ WULDG LV WKH EDVLV RI  ,QIRUPDWLRQ
6HFXULW\ 7KH DWWDFN FDQ EH DFWLYH ZKHQ LW DWWHPSWV WR DOWHU V\VWHP UHVRXUFHV RU DIIHFW WKHLU RSHUDWLRQ VR LW
FRPSURPLVHV ,QWHJULW\ RU$YDLODELOLW\$ SDVVLYH DWWDFN DWWHPSWV WR OHDUQ RUPDNH XVH RI LQIRUPDWLRQ IURP WKH
V\VWHPEXWGRHVQRWDIIHFWV\VWHPUHVRXUFHVVRLWFRPSURPLVHV&RQILGHQWLDOLW\



)LJ3&&3ZLWK,$(65XQ7LPH&DOFXODWLRQ&RQILJXUDWLRQ	

7KH$WWDFNZKLFKFDQKDUPWKHSDVVZRUGGDWDRIWKHXVHUFDQEH'LFWLRQDU\$WWDFNV*XHVVLQJ$WWDFNV&DSWXUH
$WWDFNVDQG6KRXOGHU6XUILQJ$WWDFNV6RPHVRIWZDUHLVXVHGWRWDNHWKHXVHU¶VVHFUHWGDWD7KHVRIWZDUH¶VDUH.H\
ORJJHUV0RXVH ORJJHUV DQG VFUHHQ VFUDSHU ZKLFK FDQ VHQG FDSWXUHG GDWD UHPRWHO\ RUPDNH LW DYDLODEOHPDNH LW
DYDLODEOHWRDQDWWDFNHU

5HVXOWV	'LVFXVVLRQV
%\FROOHFWLQJDQGSURGXFLQJWKHUHVXOWVLWLVREVHUYHGWKDWE\XVLQJ3HUVXDVLYH&XHG&OLFN3RLQWVZLWK$GYDQFHG
(QFU\SWLRQ 6WDQGDUG 3&&3,$(6 WKH WLPH WDNHQ E\ WKH UHJLVWUDWLRQ SURFHVV LV PRUH %XW DIWHU FRPSOHWLRQ RI
UHJLVWUDWLRQSURFHVVDQGORJLQLQWRWKHV\VWHPWZLFHRUWKULFHWKHV\VWHPZLOOWDNHOHVVWLPHIRUWKHHQWHULQJLQWRWKH
V\VWHP
$VWKHV\VWHPSURYLGHVWKHWKUHHFOLFNVRQO\WKHWLPHWDNHQE\WKHORJLQSURFHVVFDQEHOHVV7KHXVHUZKRLVQRW
PXFKIDPLOLDUZLWKWKHFRPSXWHUV\VWHPWKH\FDQFRQVXPHPRUHWLPHIRUWKHORJLQSURFHVV7KHILJXUHVKRZVWKH
FRPSDULVRQ EHWZHHQ WKUHH  JUDSKLFDO SDVVZRUG WHFKQLTXHV 7KUHH SDUDPHWHUV KDYH EHHQ XVHG DV &UHDWH WLPH
/RJLQ WLPH &RQILUP WLPH RI 3&&3 3&&3,$(6 WHFKQLTXH 7KH UHVXOWV DERYH VKRZV WKDW WKH WLPH WDNHQ E\ WKH
3&&3,$(6IRUFUHDWHSDVVZRUGDQGFRQILUPDWLRQIRUWKHSDVVZRUGLVOHVVWLPHFRQVXPLQJWKDQWKHORJLQWLPH7KH
5HVXOW LV JHQHUDWHG RQ IROORZLQJ FRQILJXUDWLRQV ,QWHO &RUH L0 &38# *+= 5$0  *%  ELW
2SHUDWLQJ6\VWHP
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)LJXUHDQGVKRZVWKH&DUDQG3RROLPDJHUHVSHFWLYHO\VRPHH[SHULPHQWVDUHSHUIRUPHGRQWKRVHLPDJHVWR
VHHWKDWZKLFKDUHPRVWFKRVHQE\XVHUV WRVHOHFW WKHSDUWLFXODU LPDJHDV WKHLUSDVVZRUGV7KHVSRWWHGDUHDRI WKH
LPDJHVKRZQLQWKHILJXUH	VKRZVWKHVHDUHDDUHVHOHFWHGE\PDQ\XVHUV7KHVHDUHDVDUHFDOOHGDV+RWVSRW
DUHDRIWKHLPDJH

7DEOH&RPSDULVRQVRI3&&33&&3$(6	3&&3,$(6WHFKQLTXHV
0HWKRGV7LPHPV &UHDWH7LPH /RJLQ7LPH &RQILUP7LPH
3&&3   
3&&3$(6   
3&&3,$(6   
)LJ&RPSDULVRQVRI3&&33&&3$(6	3&&3,$(6


)LJ7KH&DU,PDJH)LJ7KH3RRO,PDJH
)LJ+RWVSRW$UHDRI&DU,PDJH  )LJ+RWVSRW$UHDRI3RRO,PDJH
)LJ,PDJHVFKRVHQE\WKH8VHUV
,Q)LJXUHLWLVDOVRREVHUYHGWKDWWKHUHDUHVRPHLPDJHVSUHVHQWRQWKHVHUYHUDVZHOODVLQWKHV\VWHPZKLFKDUH
PRVWO\FKRVHQE\WKHXVHUVDQGVRPHLPDJHVDUHWKHUHZKLFKDUHQRWDWDOOFKRVHQE\WKHXVHUV
7KH FKDQFHV RI DWWDFNV DUHPRUH RQ WKH LPDJHVZKLFK DUHPRVW OLNHO\ VHOHFWHG DV WKH SDVVZRUGV IRU WKH XVHUV
)LJXUH  VKRZV WKH UHVXOW RI V\VWHP YHUVXV VHUYHU LPDJHV 7KHUH DUH WRWDO 7KLUW\ RQH  VHUYHU LPDJHV DQG
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6HYHQV\VWHPLPDJHV7RWDOUHFRUGVDUHFROOHFWHGLQZKLFKLWLVREVHUYHGWKDWDSSUR[LPDWHSDUWLFLSDQWV
ZHUHLQWHUHVWHGLQVHUYHULPDJHVDQGZHUHLQWHUHVWHGLQV\VWHPLPDJHV7KHLVFDOFXODWHGIRUWKHV\VWHPDQG
VHUYHULPDJHVUHVSHFWLYHO\

)LJ6\VWHP9V6HUYHU,PDJHV

)LJ3ODLQDQG&LSKHU7H[WRI$YDODQFKH(IIHFW

$YDODQFKH(IIHFWLVFDOFXODWHGIRUWKH$(6HQFU\SWLRQIRUWKH7H[WSDVVZRUG6RPHWH[WSDVVZRUGVDUHWDNHQIRU
WKHFRQVLGHUDWLRQVDQGWKHLUFDOFXODWLRQLVVKRZQLQWKHILJXUH,IWKHUHDUHPLQRUFKDQJHLQWKHSDVVZRUGWKHQ
WKHUHZLOOEHDGUDVWLFDOO\FKDQJHLQWKHFLSKHUWH[W$VDUHVXOWRIZKLFKLWZRXOGEHGLIILFXOWIRUWKHLQWUXGHUWR
JXHVVWKHSDVVZRUG$YDODQFKHHIIHFWLVDOVRWHVWHGRQWKHNH\RIWKH3&&3WHFKQLTXH$PLQRUFKDQJHWRWKHNH\
DOVRFKDQJHVWKHFLSKHUWH[WGUDVWLFDOO\7KXVWKURXJKWKH$YDODQFKHHIIHFWWHVWRQWKHSDVVZRUGDVZHOODVWKHNH\
ZHVKRZWKDWLQWUXVLRQWKURXJKJXHVVJDPHZRXOGEHGLIILFXOW
7KH$YDODQFKHHIIHFWLVFDOFXODWHGE\WDNLQJLQLWLDOO\LQSXWDVWKH3ODLQ7H[WDQGRXWSXWDVWKH&LSKHU7H[W
DQGVHFRQGO\LQSXWDVWKH.H\DQGWKHRXWSXWDVWKH&LSKHU7H[W7KHIROORZLQJILJXUHVKRZVWKH$YDODQFKH
(IIHFW

)LJD$YDODQFKH(IIHFW3ODLQ7H[WWR&LSKHU7H[W)LJE$YDODQFKH(IIHFW.H\WR&LSKHU7H[W

$VVKRZQLQWKHILJXUHDDQGEE\FKDQJLQJWKHDQGELWVRISODLQWH[WWKHFLSKHUWH[WLVFKDQJLQJ
DORW$QGE\FKDQJLQJWKHNH\WKHFLSKHUWH[WLVFKDQJLQJ,WSURYHVWKDWZKLOHIOLSSLQJRQHRUPRUHELWWKHFLSKHU
WH[WFKDQJHVVLJQLILFDQWO\DQGIRUWKLVUHDVRQWKHDWWDFNHUKDVWRWU\PRUHFRPELQDWLRQVIRUWKHDWWDFNRQWKHWH[W
SDVVZRUG

&RQFOXVLRQV	)XWXUH6FRSH
%\ DGGLQJ WKH IHDWXUHV RI 3HUVXDVLYH &XHG &OLFN 3RLQWV ZLWK ,PSURYHG $GYDQFHG (QFU\SWLRQ 6WDQGDUG
DFKLHYHV WKH EHWWHU UHVXOWV LQ DXWKHQWLFDWLRQ V\VWHP DV FRPSDUH WR WKH 3&&3	$GYDQFHG HQFU\SWLRQ VWDQGDUG
427 Smita Chaturvedi and Rekha Sharma /  Procedia Computer Science  45 ( 2015 )  418 – 427 
*UDSKLFDODXWKHQWLFDWLRQVFKHPHLVEHWWHUWRUHPHPEHUIRUWKHXVHU$VXVHUKDVWRFKRRVHRQO\RQHLPDJHIRUWKH
DXWKHQWLFDWLRQ SXUSRVH LW LV HDVLHU IRU WKH XVHU WR UHPHPEHU DQG GLIILFXOW IRU WKH DWWDFNHU WR DWWDFN EHFDXVH LW LV
GLIILFXOW IRU WKH DWWDFNHU WR VHH DW FOLFN SRLQWV DUHD RI WKH LPDJH 7KH FRPSOLFDWLRQ RI WKH 3&&3ZLWK ,$(6 LV
LQFUHDVHGEXWWKHFRPELQDWLRQVWRDWWDFNRWKHV\VWHPDOVRLQFUHDVHV
,Q WKH IXWXUH VFRSH RI WKLV V\VWHPZH FDQ DGG GLIIHUHQW IHDWXUHV OLNH V\VWHP FDQ DOORZ XVHUV WR HQWHU DQ\
QXPEHURIFOLFNSRLQWVLQZKLFKKHVKHLVFRPIRUWDEOHZLWK,QWKLVV\VWHPDUHSURYLGLQJWZRZD\VIRUWKHLPDJH
VHOHFWLRQE\ WKHXVHUV VRRQHPRUHQHZRSWLRQFDQSURYLGH WR WKHXVHUV WRXVHZHEFDP WRFDSWXUHKLVKHURZQ
SLFWXUHVDWWKHWLPHRIUHJLVWUDWLRQ

$FNQRZOHGJHPHQWV
:HWKDQNWKHSDUWLFLSDQWVRIRXUODEVWXG\IRUWKHLUYDOXDEOHWLPHDQGIHHGEDFN:HDOVRWKDQNWKHUHYLHZHUV
IRUWKHLUZRUWK\IHHGEDFN
5HIHUHQFHV
 6PLWD&KDWXUYHGL5HNKD6KDUPD$XJ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